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The UNIX network of the Computer Science Department of the University of Mary Washington can be
accessed remotely from different computing platforms using standard secure encrypted communication
protocol SSH (Secure SHell). Part of the SSH protocol is the SFTP service which is compatible to the file
transfer protocol FTP.! To access the departmental server, paprika.umw.edu, your computer has to have an
appropriate client software installed. Below are given instructions how to install, configure, and use these
clients, for the computers running the major operating systems in use today: Microsoft Windows, Apple
OS X, and UNIX.

1. Microsoft Windows
You will need to install a client software called PuTTY.

* Open a browser and visit the site http://www.chiark.greenend.org.uk/ sgtatham/putty/.
¢ Click on the Download link in the menu at the top of the page.
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B Location: LI;_:? http://www.chiark.greenend.org.uk/~sgtatham/putty/

PuTTY: A Free Telnet/SSH Client

Home | Licence | FAQ | Docs | Download | Keys | Links
Mirrers | Updates | Feedback | Changgs | Wishlist | Team

PuTTY is a free implementation of Telnet and SSH for Wing2 and Unix plhtforms, along with
writter1 and maintained primarily by Simeon Tatham.

The latest version is beta 0.56.

* On the Download page, scroll down and in the section Binaries find exactly this subsection: A Win-
dows-style installer (x86 only) for everything except PuTTYtel. Download the file putty—0.56-installer.exe
and save it to the desktop. Notice that 0.56 was the latest version number at the time of this writing.
Replace appropriately.

For Intel x86: putty.zip {or by FTF)
For Alpha: putty.zip {or by FTF)
A Windows-style installer (x86 oifiy) for everything except P

For Intel z86: putty-o.56-installer.exs {or by FTP)
MD5 checksums for all the above files

® There will be an icon of the PuTTY installer on your desktop. Click (or double-click) on the icon and
install PuTTY. Accept all the defaults.

'The access through telnet and ftp protocols is not allowed because they transfer passwords in-clear, without any encryption.
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¢ After installation, there will be a new icon for PuTTY on your desktop, and a new entry in your Pro-
grams menu with several PuTTY applications added.
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New PUTTY menu * || & PuTTY

@) PuTTY Manual
&] PuTTY Web Site
B® PuTTYgen
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¢ Start PuTTY by clicking on the PuTTY icon.

® Select Keybord in the left-side menu tree.

Change the binding for Backspace key to Control-H.
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* Select Appearance in the left-side menu tree. Change Font settings to Lucida Console to get more read-
able font. Choose the preferred font size.
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® Select Connection in the left-side menu tree. Enter your username on paprika in the entry field Auto-

login username.
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e Select Session at the top of the left-side menu tree. Enter the host name paprika.umw.edu and the ses-
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sion name paprika. Press the Save button to finish configuration of PuTTY.

% PuTTY Configuration
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= Sgssian “'b— Basic options foryour PuTTY session |
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¢ From now on, when you start PuTTY, just select paprika from the session list and click Open button.

% PuTTY Configuration
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® On the first connection attempt, you may get a warning about the unknown host key. Accept the host
key as shown.

PuTTY Security Alert X

have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1024 e7:a3:fd: 74 34:6e:28:08: 2c:41:52: 12:a7:af 1a:d6
If you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

'? The server's host key is not cached in the registry. You
L

[ Yes [}Il Mo ][ Cancel ]

* You will be connected to paprika using the configured username and asked for password.

paprika.umw.edu - PuTTY

"

Using username " ussrname
saword: I

* After successful authentication, you can edit and run your programs in the same way that you do in
the lab. To logout type exit or simply press Ctrl-D.

5 [ Tepaprika (17) EEX

welcome to the Computer Science Network. o

Mary Washington college, Trinkle Hall
Home of THE network on Campus.

This system may only be used for purposes directly related to the

instructional and research programs of the College

ATTENTION

Welcome to the Computer Science Network.

You have mail.

Let your hook be always cast; in the pool where you least expect it,
there will be a fish. -- ovid

paprika$ Wl

Most of the users need only PuTTY. If you do not need to transfer files between your computer and
paprika you can stop reading here.

1.1. Microsoft Windows: File Transfer

Advanced users can transfer files using PuTTY’s secure copy and secure FTP programs, pscp and psftp
from MS-DOS window. The commands are described in the section for Apple OS X, under the more
generic names, scp and sftp.

However, many users prefer programs with a graphical user interface. WinSCP is an excellent SFTP
client and it is highly recommended.

* Open a browser and visit the site http://winscp.sourceforge.net/eng/
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* Click on the Download link in the menu at the top of the page.

Location Edit View Go Bookmarks Tools Settings Window Help
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* Download the installation package for WinSCP.

Downloads

After you select file to download, list of available downlo:
fasted download, pleag# select site that is close to you.

WinSCP 3.7.1

Installation package (1,476,339 bytes, 275,131 downloa
Multilanguage installation package (1,304,727 bytes, 7!
Standalone application (983,352 bytes, 69,479 downloa
Source code (1,173,057 bytes, 2,675 downloads to date
[Download] [Release Motes] [What's new]

* You will be asked to choose the closest mirror for download. Save the package to the desktop.

HE&D%E@ Dublin, Ireland Europe 1442 v

OPTUSHer> Sydney, Australia Australia 144

\"mw Atlanta, GA North America 1442 Kb
H ke

r{’;ffs;umrms Duesseldorf, Germany Europe 144

VOXROX Mew York, Mew York North America 1442 kb

WLLE BEBICATED

¢ There will be an icon of the WinSCP installer on your desktop. Click on the icon and install the pro-
gram. Accept the license agreement and default settings everywhere. However, since you already
have PuTTY installed, you may want to uncheck Pageant and PuTTYgen, on the Select components
screen. There is no harm if you leave them checked either.

& Setup - WinSCP3 o =3
o

Select Components
‘which components should be installed?

Select the components you want to install; clear the components you do nat want to
install. Click Mext when you are ready to continue.

I Cugtom ingtallation j
'WinSCF application 35ME
Dirag & drap shell extension [allows direct downloads, may require restart] 0.1 MB

[ Pageant [SSH authertication agent] 0.6 MB
O "

T Uncheck Pageant and PuTTYgen if you have PUTTY

Currert selection requires at least 3.7 MB of dizk space.

< Back I Ment > I Cancel
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* The program will launch after the installation. Select Stored sessions, in the left-side menu tree and
press Tools button. In the menu that appears, choose Import to import your configuration from PuTTY.

WinSCP Login

[=- Session

- Clean up...
] Choose Import

Logging Load

= Environment Check For Updates
Directories .
Under Stored sessions, =

SCP
AT "
= Connection click "Tools Set defaulis

Progy
=-55H
Authentication

Bugs
Preferences \
=
Advanced options Tools...
I About... l I Languages l Save e Close

hed host keys, and press OK. Paprika will now appear in

* Ensure that paprika, is checked, check Import cac
your list of stored sessions.

Import sessions from PuTTY || [ WinSCP Login =
— y F
[=- Session MNew
Fallowing list contains sessions stored in PuTTY SSH client. Check | Ctored sessions w
sessions you want to import and press OK button. i Emlr_g:rgn:fd paprika will now appear in Load
) } o } | i Dirsctories your list —
Metice: This application always connects using SSH protocal. [T —
Session Protocol
paprika ash

Make sure “paprika” is checked.

Check "Import cached host keys"

P Y

h
[¥]import cached host keys for checked sessions!

Un/check gl

® Select Preferences, in the left-side menu tree and press the button Preferences...

oK Cancel

WinSCP Login

- Session Interface
Stored sessions (®) Norton Commander  -two panels Jeft for local directory, right for
Logging remote directory)

= Ervironment - keyboard shortcuts like in Norton
Directories Commander {and other similar programs as
P Total Commander, Midnight Commander...)
SCP -drag & drop to/from both panels

= Connection - gynchronization
Prosy

=-55H ’
- o E‘p'”rere Under Preferences, click
Bugs Preferences.

Preferences s —

Advanced options ‘I}

(] (e
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¢ Select Transfer, in the left-side menu tree and check the Set permissions box. Uncheck everything but R

and W for Owner. Press OK.

Preferences

X

= Environment
i Panels
i Commarnder

Explorer
i Editor
=1 Transfer

i Drag & Drop
i Background
Resume
i Integration
i Commands
i Storage

.

Under Transfer, check "Set permissions”
then check only R and W for Owner.
Click OK.
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Close WinSCP window to finish the configuration.
¢ Find WinSCP icon on your desktop and click on it to start the program. Select Stored Sessions in the

left-side menu tree, choose paprika and press Login button.

* Type in your password and press OK.

Server prompt

Password:

WinSCP Login Click "Stored sessions"

¢ paprika

- Session
Stored sessions
Logging

=~ Environmert
Directores
Scp

=- Connection

Prosy
=-55H
Authentication
Bugs
Preferences

Choose your stored
session and click Login.

Advanced options

[ About. | [ Lenguagss | Save

Type your
password and

| password
Hide typing

—

click OK.

Mote: This prompt is issued by the server. It is part of ether keyboard-interactive,
TIS or Cryptocand authentication.

[ oK E [ Cancel

X]

e The connection with paprika is established. From this screen you can manage your files and transfer

them to or from paprika easily.



Remote access to the UNIX network

%2 paprika - WinSCP D=1
© Local Mark Files Commands Session Options Remote Help
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Your screen should look similar
to this one.

2. Apple OS X
You do not need to install anything. SSH is a part of Apple OS X.
* To connect to paprika, simply open a Terminal application and type
ssh username@paprika.umw.edu

You will be asked for username and password. On the first connection attempt, you may get a warn-
ing about the unknown host key. Accept the host key.
* After successful authentication you can edit and run your programs in the same way that you do in

the lab. To logout type exit or simply press Ctrl-D.

If the Backspace key does not work properly in your SSH session, type in after login

stty erase "?
The *? will appear when you press Backspace. If you forget to do that, you can always erase a character
by pressing Ctrl-H.

¢ If you want to transfer your files to paprika, you can start an SFTP session
sftp username@paprika.umw.edu

Use the usual FTP commands get , mget, put and mput to transfer files.
* You can also use an scp command. For example,

scp file.cpp username@paprika.umw.edu:
scp file.txt username@paprika.umw.edu:othername.txt
scp *.c username@paprika.umw.edu:path/to/your/C/programs/

Do not ommit the colon (:). If you do, a file will be simply copied into a file named user-
name@paprika.umw.edu on your computer!

e If using sftp or scp is too difficult for you, a graphical FIP client can help. You can download and
install Fugu from the University of Michigan (http://rsug.itd.umich.edu/software/fugu/). Fugu won
Apple Design Award in 2003.

3. UNIX

If your computer is running a variant of the UNIX operating system (e.g. HP-UX or Solaris) or a UNIX-
compatible operating system, such as Linux, FreeBSD, OpenBSD, or NetBSD, you do not need to install
anything. SSH is a part of your operating system.

* To connect to paprika, simply open a terminal (e.g. xterm) and follow the instructions for Apple OS X
for ssh, scp, and sftp commands.

¢ If you need a graphical FTP client, and your computer is running Linux or one of the BSD variants,
you can start a Konqueror web browser and type in the URL:

sftp:/fusername@paprika.umw.edu/

Your files will appear in Konqueror. Split Konqueror window in two panes (choose in the menu Win-
dow->Split View Top/Bottom), and open your home directory in the second pane (type in URL file:™ or
click on the house icon). Drag and drop the files between the panes.



